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060 MHe:

« ObpasoBaHne — BbicLuee (MHxeHep UT)
*  WHxeHep VoIP c onbiTtom B chepe IT 12 net

«  CeptudumumpoBaHHbin cneunanuct OpenSIPS
(OpenSIPS Certified Professional ID 7122-03)

* YYyacTHUK pasnnyHbix VolP-npoeKkToB B KayecTBe
BHELLHEero creumanucra

*  APXUTEKTOP KOMMIIEKCHbIX CUCTEM TenedoHum

KoHTyp




O yem poknan

* TecToBble CTeHObI KaK MHCTPYMEHT UHXeHepa
« BapwuaHTtbl peanusauunu

- OpraHunsaums cBOero npocTpaHcTBa

« JleMoHcTpaums




MHCTPYMeHTbI MHXEeHepa U ero Kapbepa

« HauaB YYHUTBLCAH XOpOLLIMI?I creunanncTt ydnTtcyd Bcerga
*  MHoxecTBO MaTtepuarnoB and N3y4eHn4d

Heobxognmsi TPEHNPOBKU B YCITOBUAX I'IpI/I6J'II/I)KeHHbIM K pealibHbIM

* PasHble BapUaHTbI BO3MOXHOM peann3aunmn ndydaemMmblxX cepBnUCOB

¢ CnoXHoOCTN BOCNPOM3BEAEHNS pasHbIX BUOOB MHPACTPYKTYP




ba3oBble anneMeHTblI CepBUCOB

« CeTb B LEIOM N MapLIpyTU3aumsa B YaCTHOCTH -~ -

|';|

*  duanyeckme n/mnun obnayvnsie LLOLbI I | ‘ |

* CwucTtembl pesepBUpoBaHMNA U pe3epPBHbIX KOMUK 18] 1 ‘»«E:*y " |

*  MOHUTOPUHT

«  duanyeckme U BUpTyasribHble CepBepa, a Takke CUCTEMBI
KOHTEeNnHepumsaumm




Ha yem TpeHupoBaTbLCA?

*  Jln4yHbIN KOMNBLIOTEP
» TecToBble OKpYXEHUS B YY4EOHbLIX LIeHTpax
«  dusunyeckue cepsepa

« CucrtemMbl BUpPTYyanusauum n KOHTeNHepu3aLmnm

« (Obna4yHble cepBepa




XemMa gomMallHero creHaa

SIP phone

. ) . FXS gateway
MikroTik hAP lite

RockPi-1 RockPi-2

OopensIpsS OpeNsSIPS




OnucaHue cTeHaa

- [JlBa Rock Pl 4B+:

2 aapa Cortex-A72 2 Ty,

4 anpa Cortex-A53 1,51 Ty EEI
« GPU — Mali T860MP4

4 'b LPDDRA4

MikroTik hAP lite

« Eltex TAU-8.IP

« DIY nposog 2xUSB-A -> microUSB

» Pa3sHble TenedoHbl




Kak noka3an cebs npoBoaok?

* A) N3 moceToB 6enbiM AbIMOM BbilLSia BCA Marmd

* B) Hn4yero He cropeno, HO 3apaboTan HanosTIoBUHY

* B) 3710 nepBas Bepcusi nposoaka - oH He 3apaboTan




* Hwuyero He croperno, HO

Kak nokasan ceda npoBoaok?

3apaboTan HanosIoBUHY
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Bonpoc gocTtyna K “BHeluHeMYy MUpy”’

»

*‘ Bamem nac'nonnmenuu
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Bonpoc goctyna Kk “BHellHeMy MUpPY”’

—>

MiniDC - Switch

Y J/ J/
-
-
VLAN 10 e
RockPil 3> ¢

-

MiniDC - Core MiniDC - Gateway
EE (MikroTik hAP lite) (MikroTik mAP 2nD) Home router Internet

MiniDC - Network




BHewwHUU BUA cTeHAa
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Proxmox Ha MMHU-KOMNbOTEpPaX

Knaccukon cuntaetca Raspberry Pi, y kotoporo npoueccop
oT Broadcom

CywectByeT «dopk» proxmox-a ansa Raspberry Pi pimox7
(https://github.com/pimox/pimox7)

B Rock Pi B kadecTtBe npoueccopa Rockchip (Takxke
kKak n Ha Orange Pi)

MeHee n3BecTHbIN, HO Bornee yHUBepcanbHbIM «POPKY -
Proxmox-Port (https://github.com/jiangcuo/Proxmox-Port)

Kasanocbk 6bl, Npy 4Yem TyT Mofernb npoLeccopa?

Rockchip note

1. All rockchip soc are not compatible with the mainline OVMF.

If proxmox ve < 8.1, do

apt download pve-edkZ-Tirmware=3.20220526-1
dpkg -1 pve-edkZ-firmware_3.20220526-1_all.deb

If proxmox ve >= 8.1 do

apt download pve-edk2-firmware-aarch64=3.28220526-rockchip
dpkg -i pve-edk2-firmware-aarch64_3.20220526-rockchip_all.deb

see https://github.com/jiangcuo/Proxmox-Arm64/issues/28

2. big.LITTLE!

For example, RK3389 RK3588 is a big.little architecture. You have to configure cpu-
affinity to make sure that vm use big cores only or little cores only when vcpus > 1.

see https://github.com/jiangcuo/Proxmox-Armé4/issues/59




HauuHaem co3gaBaTb BUPTYariku

Mode User name Description Status
rock-hvol root@pam Wi 102 - Start Error: start failed: QEMU exit. ..
rock-hwil root@pam WM 102 - Create ]

Task viewer: VM 102 - Start '

Output Status

Stop & Download

kvm: kvm_init_vcpu: kvm_arch_init_vepu failed (0): Invalid argument
TASK ERROR: start failed: QEMU exited with code 1




[lpoBepsieM HAaCTPOUKMU

Edit: Processors )
Sockets: 1 -~ Type: Default (host) "
Cores: 1 . Total cores: 1

VCPUs: 1 . CPU units: 100 -~
CPU lirmit: unlimited S Enable MUMA: [ ]

CPU Affinity: All Cores

Extra CPU Flags:
Default -O@0O) + aes Activate AES instruction set for HW acceleration.

@ Help Advanced OK Reset @

AC




HroaHcbl npoueccopa (cpuinfo)

root@rock-hwel:~#
processor :
BEogoMIPS
Features

CFU implementer
CPU architecture:
CPU variant
CPU part

CPU revision

processor
BEogoMIPS
Features

CFU implementer
CPU architecture:
CPU variant
CPU part

CPU revision

processor
EogoMIPS
Features

CFU implementer
CPU architecture:
CPU variant
CPU part

CPU revision

cat /proc/cpuinfo
5]

1 48,080

fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
Bx4l

g

BxB

Bxda3

4

1

1 48,080

fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
Bx4l

g

BxB

Bxda3

4

2

T 48,080

fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
Bx4l

&

Bx0

Bxda3

!

processor
BogoMIPS
Features
CPU implementer

CPU architecture:

CPU wariant
CPU part
CPU rewision

processor
BogoMIPS
Features
CPU implementer

CPU architecture:

CPU wariant
CPU part
CPU rewvision

processor
BogoMIPS
Features
CPU implementer

CPU architecture:

CPU wvariant
CPU part
CPU rewvision

3

48,600

fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
Bx41

8

Ox8

Bxde3

|

!
: 48.00

fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
Bx41

8

Ox0

Oxdas

2

5

i 48.60

fp asimd evtstrm aes pmull shal sha2 crc32 cpuid
Bx41

g

BxE

Oxdas

2




HroaHcbI npoueccopa (Iscpu)

root@rock-hvel:~# lscpu

Architecture: aarcha4
CPU op-mode(s): 32-bit, 64-bit
Byte Order: Little Endian
CPU(s): 5]
On-line CPU(s) list: B8-5
Vendor ID: ARM
Model name: Cortex-A53
Model: .
Thread(s) per core: 1
Core(s) per socket: 4 root@rock-hv@l:~# lscpu --all --extended
Socket(s): 1 CPU NODE SOCKET CORE ONLIMWE MAXMHZ MINMHZ MHZ
Stepping: rip4d 5] 5] 0] @ yes 1416.0000 408.0000 &00.0000
CPU({s) scaling MHz: 29% 1 ] 0] 1 yes 1416.0000 408.0000 &00.0000
CPU max MHz: 1416 . 0000 p ¢ 2] 2 yes 1416.0000 408.0000 &00.0000
CPU min MHz: ABE . 0008 3 ) 2] 3 yes 1416.0000 408,0000 &00,0000
BEogoMIPS: 48 .00 4 &) 0] ] yes 1800.0000 408.0000 408,0000
Flags: fp asimd evtstrm aes pmull shal sha2 crc32 cpuid 5 0 0 1 yes 1800.0000 408.0000 408.0000
Model name: Cortex-AT2
Model: 2

Thread(s) per core: 1
Core(s) per socket: 2

Socket(s): 1
Stepping: rop2
CPU({s) scaling MHz: 1086%

CPU max MHz: 1800 .00008
CPU min MHz: AQE. 00008
BogoMIPS: 48.00

Flags: fp asimd evtstrm aes pmull shal sha2 crc32 cpuid




3anycKkaem BUPTYyarky

Task viewer: VM 101 - Start

Status

Stop
Use of uninitialized value in split at /Just/share/perls/PVEIQemuServer/Cloudinit.pm line 104,

generating cloud-init 150
TASK OK

ast-template (Uptime: 01:18:08)

i Status running
2 HA State none
B Node rock-hv0l
::iE CPU usage 7.36% of 2 CPU(s)
E=s Memory usage 88.87% (455.02 MIB of 512.00 MiB)
= Bootdisk size 8.00 GIB
= IPs 172.18.0.59

feB0:be24: 11 fe68 fdac
More

X Download




[MpnHuun DRY (wabnoH koHdurypauumn)

Virtual Machine 100 (deb-template) on node ‘rock-hv0l Mo Tags#

& Summary Add w Remove Edit Disk Action Revert
& Hardware B Memory 512.00 MiB
& Cloud-Init {iﬁ Processors 2 (1 sockets, 2 cores) [wcpus=2]
£ Options & BIOS OVMF (UEFI)
Task History L Display Default
Backup & Machine Default (virt)
E SCS| Controller WVirtlo SC5l single
& Replication B Hard Disk (scsi0) local:100/base-100-disk-1.qcow2,backup=0,size=8G,ssd=1
U Firewall * & Ciloudinit Drive (scsil) local: 100/vm-100-cloudinit.gcow2, media=cdrom
o' Permissions @ CD/DVD Drive (scsi2) none,media=cdrom
= Metwork Device (netl) virtio=BC:24:11:90:39:78, bridge=vmbr firewall=1
& EFI Disk local:100Vbase-100-disk-0.qcow, efitype=4m,pre-enrolled-keys=1 size=64M




[MpnHumn DRY (@ocTtyn K BUpTYyankam)

Virtual Machine 100 {deb-template) on node ‘rock-hv01 No Tags 4

& Summary Remove Edit | Regenerate Image
& Cloud-Init of’ Password i
£+ Options @ DMNS domain use host settings
Task History @ DNS servers use host settings
&, SSH public key artemi@example.lan
Backup
B Upgrade packages MO
13 Replication
- = |P Config (net0)
U Firewall »

m' Permissions




UToroBbin BUA Knactepa Proxmox

X PROXMD X vitual Environment 8.1.3+pvel Seaich

Server View 8 Datacener
& Datacenter (cluster)
<l rock-hvo1 Q searcn Health
L} 102 (ast-01) & summary
103 (ast-02
L 103 (ast-02) O Notes Status Nodes
L 107 (0s-01) _
= Cluster
[T 100 (deb-template) .
[t1105 (os-tempiate) ® ceph ¥ Oniine 2 |
£ locanetwork (rock-hvol) # Options x Offline 0
local (rock-hvoy,
§|;| ( ) £ storage Cluster: cluster, Quorate: Yes
B rock-hvoz
) 104 (ast-03) Backup
) 106 (ast-04) £3 Replication
o 108 0502) o Permissions v  Resources
[t 101 (ast-template)
£22 (ocanetwork (rack-v02) & Users cpu " st y g
emol orage H
2] local (rock-hvo2) & API Tokens v ! ‘
&, Two Factor
& Groups
% Pools
8% 81% 21%
¥ Roles

[& Realms of 12 CPU(s) 6.09 GiB of 7.55 GiB 48.98 GIB of 232.22 GiB




JKCNnepuMeHTupyem

—_—
Current Mode: Online [an Dialogs: 18 Current Mode: Online [any] Dialogs: 52
Match Expression: BPF Filter: Match Expression: BPF Filter:
Display Filter: Display Filter:
[11 OPTIONS SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [11 OPTIONS SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.25:5060 172.18.0.64:5060
[]12 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 []12 OPTIONS SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.22:5060 172.18.0.64:5060
[13 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [13 NS SIP_TRUNK@Llocalcore logic@l72.18.0.64 2 172.18.0.23:5060 172.18.0.64:5060
[14 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [14 SIP_TRUNK@Llocalcore logic@l72.18.0.64 2 172.18.0.25:50608 172.18.0.64:5060
[15s SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [15s SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.22:5060 172.18.0.64:5060
[16 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [16 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.23:5060 172.18.0.64:5060
[17 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [17 SIP_TRUNK@Llocalcore logic@l72.18.0.64 2 172.18.0.25:5060 172.18.0.64:5060
[1¢8 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [128 SIP_TRUNK@Llocalcore logic@l72.18.0.64 2 172.18.0.22:5060 172.18.0.64:5060
[169 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [169 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.23:5060 172.18.0.64:5060
[] 10 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 []1e SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.25:5060 172.18.0.64:5060
[111 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [111 SIP_TRUNK@Llocalcore logic@l72.18.0.64 2 172.18.0.22:5060 172.18.0.64:5060
[112 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [112 SIP_TRUNK@localcore logic@l72.18.0.64 a 172.18.0.23:5060 172.18.0.64:5060
[]13 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 []13 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.25:5060 172.18.0.64:5060
[]14 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 []14 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.22:5060 172.18.0.64:5060
[115 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [115 SIP_TRUNK@Llocalcore logic@l72.18.0.64 2 172.18.0.23:5060 172.18.0.64:5060
[1 18 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 [11s6 SIP_TRUNK@localcore logic@l72.18.0.64 a 172.18.0.25:5060 172.18.0.64:5060
[]17 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 []117 SIP_TRUNK@localcore logic@l72.18.0.64 2 172.18.0.22:5060 172.18.0.64:5060
[11s OPTIONS SIP TRUNKRlocalcore logic@l72.18.0.64 2 172.18.0.24:5060 172.18.0.64:5060 118 OPTIONS SIP TRUNKRlocalcore logic@l72.18.0.64 2 172.18.0.23:5060@ 172.18.0.64:5060
ast-01#CLI> pjsip show aors ast-02+CLI> pjsip show aors
S SEF G 60000000000 LU LU LU LU BULUBUUUBEUOULUEUU0 LUy > <MaxContact> REFE HREF b 000U BLLU LU LU BUUELULUULLUUULBULL UYL UGG > <MaxContact>
Contact: <Aor/ContactUri.........c.ocuiuiinininnnnnnnn > <Hash....> <Status> <RTT(ms)..> Contact: <Aor/ContactUri.......ouiminvnnnnnncnnnnnn > <Hash....> «<Status> <RTT(ms)..>
Aor: SIP_TRUNK o] Aor: SIP_TRUNK (]
Contact: SIP_TRUNK/sip:logic@l72.18.0.64 b573688e50 Avail 5.714 Contact: SIP_TRUNK/sip:logic@l72.18.08.64 b573688e50 Avail 4,791
Objects found: 1 Objects found: 1
ast-01xCLI> ast-02+CLI>
ast-03*CLI> pjsip show aor SIP_TRUNK ast-04*CLI> pjsip show aor SIP_TRUNK
Aor: BULLLULLLY SUGuoL oo > <MaxContact> Aor: <Aor.. v ..» <MaxContact>
Contact: <Aer/ContactUri > <Hash....> <Status> <RTT(ms)..> Contact: <Aor/ContactUri > <Hash....> <Status> <RTT(ms)..>
Aor: SIP_TRUNK [¢] Aor: SIP_TRUNK ]
Contact: SIP_TRUNK/sip:logic@l72.18.0.64 b573688e50 Avail 18.376 Contact: SIP_TRUNK/sip:logic@l72.18.0.64 b573688e50 Avail 10.460
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[TlogBeaem ntoru

MOXXHO nn pacTu Kak nHxeHep 6e3 goctyna K obnayHbIm
TeXHonornam — ga

MoxHo nn obonTuch 6e3 obnakoB — He Bcerga

MWHM-KOMMbIOTEPLI MOTYT MOMOYb NPY Mariom
brookeTe gaxke manomy 6usHecy, a He TOMbKO
KYHY/Mnany/ceHbopy

«[lporpecc HeocTaHOBMMY (C)

«Bce paBHO H14ero pabotaTb He byaeT» (C)




Cnacun60o 3a BHUMaHue!

Byaoy pan oTBeTUTbL Ha BCe BalUy BOMPOCHI cenyac
NN CBSXKMTECH CO MHOWN B ByayLleM:

ApTtéem [py3b

KoHTYp

CTapwuim nHXeHep

KoHTYp SEC?
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