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MPOBJ/IEMbI STANDALONE ASTERISK

/

*  lIcnonb3oBaHMe BblgeneHHOW MawwnHbl ans ASTERISK

= Pa3po3HeHHas KoOHGUrypauus, CKpynTbl U 4ONONHUTE/IbHbIE
MOy N

=  CJIOXKHOCTb MepeHoca, pe3epBHONO KOMMPOBAHMS U
BOCCTaHOBNEHMS

= [IpobnemMbl Npu Ay6anMpoBaHNM KOHOUTYypaLmm

= [IpobnemMa noaaep>Xxku akTyasibHOW BepcUn 1 O6HOBNEHNSA
MoZaynei
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WHAT's DOCKER.IO

/

Docker Engine

m
m QL
Distribution Orchestration Volumes
C.C
o LD .
Qe Docker Build

Containerd Networking
(BuildKit)
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NMPEVMMYLUECTBA DOCKER

/

= Co3gaHue cBoen cbopku Asterisk ¢
HY>XHBIMW MOZYNSAMU N 6a30BOW
KOHbUrypaume

= He3aBMCKMOCTb OT annapaTHOM
nnatdpopmbl 1 6azoson OC

= XpaHeHve Bcex HacTpoeK 1 gaHHbIX ATC B
O/IHOI nanke

= BbICTpOe pa3BépTbiBaHWE, KIOHVPOBaAHNE,
pe3epBHOE KOMMPOBAHWE U
BOCCTAHOB/IEHME

(k) ASTERCONF'2@21




NoaroTtoBka o6pasa

/

1. Pa3paboTka
Dockerfile

2. Cbopka
3. Ty6nnkayms
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gyl
iy

i

Pockerfile

image




Dockerfile
Y 4

= FROM - 6a30BbI1 06pa3 Ha OCHOBE
KOTOporo cobupaetcs Baw obpa3s

= ADD - gobaBneHue ¢ainnnos B ob6pa3

= RUN - BbINo/IHEHVE KOMaHAbI B
cobnpaemom obpase

= COPY - konupoBaHue 13 CcbopOYHOro
0obpasa B pe3ynbTupyroLmin obpas

= SHELL - nHTepnpeTatop No yMONYaHUIO

= CMD - ncnonHaemsin ckpmnT obpasa
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# Dockerfile
# build stage
FROM buildbase as build

# production ready stage
FROM runbase

COPY --from=build
/artifact /app




basoBbIv 06pas3 n c6opka Asterisk
/

# Dockerfile > ...

1 FROM centos:7 as build

2 ENV container docker

E] LABEL maintainer="Ruslan Polukhin <rp@erpico.ru>"

4

5 RUN yum update -y && \

6 yum install -y git httpd openvpn libcurl-devel libcurl wget ncurses-devel ncurses-libs ncurses java mc telnet net-tools psmisc yum-utils epel-release crontabs &&
7 yum groupinstall -y "Development tools" && \

8 yum install -y https://dev.mysql.com/get/mysql80-community-release-el7-3.noarch.rpm && \
9 yum install -y mysgl-community-libs mysql-connector-c++-devel mysql-devel mysgl && \
18 yum install -y https://rpms.remirepo.net/enterprise/remi-release-7.rpm && \
11 yum-config-manager --enable remi-php74 && \
12 yum install -y php php-json php-mysql php-mbstring php-xml php-gd composer && °\
13 mkdir -p fusr/local/erpico && mkdir -p fusr/local/erpico/bin
14
15 # Asterisk
16 WORKDIR /tmp
17 ADD ./menuselect.makeopts /tmp/menuselect.makeopts
18 RUN --mount=type=secret,id=gitlab,required %
19 git clone https://docker:$(cat /run/secrets/gitlab | grep '~jds_asterisk:’ | sed -e "s/~jds_asterisk://")@git.erpico.ruferpicopbx/asterisk.git && \
2@ cd asterisk &% \
21 git checkout erpico-1.8 && \
22 ./contrib/scripts/install_prereq install && \
vE] ./configure && \
24 cp .. /menuselect.makeopts ./ && \
25 rm -f ../menuselect.makeopts && \
26 ./contrib/scripts/get mp3_source.sh && \
27 make -s &% make install && \
23 cd .. &8 N\
29 rm -rf ./asterisk
3@
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C6éopKa AONONMHUTE/IbHbIX MOAYNEeN
/

# Dockerfile > ...

31 # Epbx
32 WORKDIR /ftmp
33 RUN --mount=type=secret,id=gitlab,required "

34 git clone https://docker:$(cat /frun/secrets/gitlab | grep "~jds_epbx:' | sed -e "s/*jds epbx://")@git.erpico.ruferpicopbx/epbx-s
35 cd epbx-server &&

36 make && \

37 cp ./.build/x86_64/Release/2.6-cc2/epbx-server fusrflocal/erpico/bin &&\

38 cd .. &&\

39 rm -rf ./epbx-server

48

41 #0C_daemon
42 WORKDIR ftmp
LE] RUN --mount=type=secret,id=gitlab,required '\

44 git clone https://docker:$(cat /run/secrets/gitlab | grep "“jds_oc:' | sed -e "s/"jds_oc://")@git.erpico.ruferpicopbx/oc_daemon.
45 cd oc_daemon &%

46 make &&

7 cp ./x86_64/Release/2.6-cc2/oc_daemon fusr/local/ferpico/bin &&\

48 cd .. &8\

49 rm -rf ./oc_daemon
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MoarotoBKka pMHaNbHOro obpasa
/

@ Dockerfile > ...

47

48 FROM centos:7

49 ENV container docker

58 LABEL maintainer="Ruslan Polukhin <rp@erpico.ru>"

51

52 RUN yum update -y && \

53 yum install -y git httpd openvpn libcurl wget ncurses-1libs ncurses java mc telnet net-tools psmisc yum-utils epel-release crontabs &&
54 yum install -y https://dev.mysql.com/get/mysql88-community-release-el7-3.noarch.rpm && \

55 yum install -y mysql-community-libs mysql &&

56 yum install -y https://rpms.remirepo.net/enterprise/remi-release-7.rpm && \

57 yum-config-manager --enable remi-php74 &&

58 yum install -y php php-json php-mysql php-mbstring php-xml php-gd composer

59

@®

#Copy Asterisk

COPY --from=build /fusr/sbin/asterisk fusr/sbinfasterisk

COPY --from=build fusr/sbin/safe_asterisk fusr/sbin/safe_ asterisk
COPY --from=build fusr/sbin/rasterisk /fusr/sbin/rasterisk

COPY --from=build fusr/lib/asterisk fusr/lib/asterisk

R =Y

[=)]

#Copy Erpico modules
COPY --from=build fusr/local/erpico fusr/localferpico

)

]

o o o o h &
un

[T+

ADD ./etc/selinux/config /etc/selinux/config

ADD ./etc/jboss-as/* fetc/jboss-as/

71| ADD ./etc/php.ini /etc/php.ini

72 ADD ./etc/httpd/conf/httpd.conf fetc/httpd/conf/httpd.conf
73
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YctaHoBKa Sox, Jboss, Webif
/

# Dockerfile > ...

76 # 50X

77 RUN yum install -y gcc-c++ libmad libmad-devel libid3tag libid3tag-devel lame lame-devel flac-devel libvorbis-devel && '\
78 wget https://altushost-swe.dl.sourceforge.net/project/sox/sox/14.4.2/sox-14.4.2. tar.gz && \
79 tar xvfz sox-14.4.2.tar.gz && \

28 cd sox-14.4.2 && \

81 .fconfigure && \

82 make -5 && \

a3 make install &&

a4 cd .. && \

85 rm -rf sox-14.4.2

86

87 # JBOSS

88 WORKDIR /usr/local/erpico
89 RUN --mount=type=secret,id=gitlab,required %

98 git clone https://docker:$(cat /run/secrets/gitlab | grep "~jds_jboss:' | sed -e "s/~jds_jboss://")@git.erpico.ru/erpico/jboss.git && \
91 rm -f ./standalone/deployments/crm-server*

92

L E] # WEB

94  WORKDIR /var/www
95| RUN rm -rf ./html && \

96 git clone https://github.com/erpico/pbx.git html &&

97 cd html &&

98 git checkout beta &&

99 chmod a+w logs &8

1ee composer install && \

101 mkdir -p configs && \

102 sed -e 's/public function withJson($data, $status = null, $encodingOptions = @)/public function withJlson($data, $status - null, $encodingOptions = JSON_UNESCAPED UNICODE)/g' -i ./w
183

184 #openvpn and splash

185 RUN yum install -y openvpn figlet jg
186  ADD ./etc/openvpn/* fetc/openvpn/
187  ADD ./etc/profile.d/* /etc/profile.d/
188
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Supervisor, sngrep, crontab, fail2ban
/

# Dockerfile > ...

1e9 # Setup supervisor
118  RUN yum install -y supervisor && \

111 mkdir -p /var/log/supervisor && \

112 mkdir -p /etc/supervisor/conf.d

113 ADD ./etc/supervisor.conf /etc/supervisord.conf
114

115 ADD ./usrflocalferpico/bin/* fusr/local/erpico/bin

116  RUN chmod a+x fusr/local/erpico/bin/*

117

118 # sngrep

119  ADD ./etc/yum.repos.d/irontec.repo fetc/yum.repos.d/irontec.repo
128 | RUN rpm --import http://packages.irontec.com/public.key && \
121 yum install -y sngrep

122

123 # Setup crontab

124  ADD ./crontab /tmp/crontab

125 RUN crontab -u root /tmp/crontab && \

126 rm -f /ftmp/crontab

127

128 # Fail2ban

129 RUN yum install -y fail2ban

138 COPY ./etc/fail2ban/ /etc/fail2ban

131

132 SHELL [ "/bin/bash "]

E

E

CMD ["/usr/local/erpico/bin/init™]
134
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Supervisor: A Process Control System
/

= KoHTponb paboTbl CepBUCOB:
= 3anyck
= [lepe3anyck
= (OcTaHoOBKa
= YnpaBneHue:
=  XML-RPC
"= Beb-uHTepdeic
= HacTpo#uka:

= KoHduUrypauuoHHble danbl
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KoHdurypaumsa supervisor
/

etc > € supervisor.conf etc > ¥ supervisor.conf

1 Elsupe rvis Drc@ 20

2 nodaemon=false 27 [program:asterisk]

¢ user-root ) 28  command=fusr/sbhin/asterisk -f
-;l http_port=/var/tmp/supervisor.sock 70 killasgroup=true

6 [supervisorctl] 3e stopasgroup=true

7  serverurl=unix:///var/tmp/supervisor.sock 31 redirect_stderr=true

8 32 autostart=false

g [inet_http_serwver] 33 autorestart=true
10 port = *:5@01 34

11 username = erpicopbx

12| password = k9IjUk4FImZISrc 35  [program:jboss]

13 36 command=/usr/local/erpico/jboss/bin/standalone.sh
14 [unix_http server] 37 killasgroup=true

15 file=/var/tmp/supervisor.sock 313 stopasgroup=true

15 [rpcintert isor] 39 redirect stderr=true

17 rpcinterface: supervisor

18 supervisor.rpcinterface_factory = supervisor.rpcinterface:make_main_rpcinterface e Aiisar=Elae

19 41 autorestart=true

26 [program:httpd] 42

i | command=/usr/sbin/apachect]l -DFOREGROUND 43 [program:epbx]

2? killasgroup-true 44 command=/usr/local/erpico/bin/epbx-server
23 stopasgroup=true 45 killasgroup=true

24 redirect_stderr=true
25  autorestart=true 46 stopasgroup=true

26 47 redirect stderr=true
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CTapToBbIA CKPUNT

/

usr » local » erpice » bin > $_ init

1

LS I = IY o I R W (6]

T e T T i = e S SOy oY
Woed s Wk & 06

208
21
22
23
24

aC

#!/bin/sh

echo

figlet -c ErpicoPBX
echo

figlet -f term -c "+7 (4852) 583-188"
figlet -f term -c support@erpico.ru
echo

mkdir -p /run/httpd

mkdir -p /var/log/erpico
mkdir -p /var/log/httpd
mkdir -p /var/run/fail2ban

fusrfbin/supervisord -c fetc/supervisord.conf

function handle_signal {
echo "Signal received $2"

}

trap "handle signal™ SIGINT

# Cleanup
rm - fetc/asterisk/ams.conf

nm £ fatrcfactaniclinne randia mucal cand
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11e
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128

/var/waw/html/genconfigs.sh noreload

if [ -z "$ASTERISK_DISABLE" ]; then
supervisorctl start asterisk
supervisorctl start fail2ban

fi

supervisorctl start jboss
supervisorctl start epbx

supervisorctl start cron

supervisorctl start oc

if [ -z "$OPENVPN_DISABLE" ]; then

supervisorctl start openvpn

fi

[ ! -d "/.git" ] && [fusr/local/erpico/bin/git_install.sh
echo "ErpicoPBX started”

while :; do

sleep 1
done




BUILD & PUBLISH

/

Container layer
= docker-compose down

= docker build Image layer
--rm
-t erpico/erpicopbx
--secret id=gitlab,src=secrets.conf
-f Dockerfile . Image layer

= docker push erpico/erpicopbx Base Image layer

= docker builder prune

bootfs
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Pa3smellieHune obpasa B dockerhub

im] erpicoferpicopbx - Docker Imag: X =+

&< > O M {5 hitpsy//hub.docker.com/r/erpico/erpicopbx 8 1]’0 InPrivahe"

Docker Pull Command

Install docker

docker pull erpico/erpicopbx
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Deploy: docker-compose

/

= Mcnonb3yemblli o6pas

= Ha3BaHue KoHTelHepa

= [lpaBuna 3anycka

=  [lpmBUAErMpPOBaHHbIN PEXUM

= OTobpaxeHne Nanok Ha
NOKanbHyr GannoByr CUCTEMY

= [lapamMeTpbl OKpY>XeHWs
=  Pexum paboTbl cetun
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1

(X1

36

version:

@ docker-compose.yml

33,2

services:

erpicopbx:
image: erpico/erpicopbx:latest
hostname: erpicopbx
container_name: erpicopbx
restart: always
privileged: true
volumes:

fetc/localtime:/etc/localtime:ro
fetc/erpico.conf:/etc/erpico.conf:ru
fopt/erpicopbx/conf:/etc/asterisk:ru
fopt/erpicopbx/records:/var/spool/asterisk/monitor:rw
fopt/erpicopbx/sounds: /var/lib/asterisk/sounds :rw
fopt/erpicopbx/mohs:/var/lib/asterisk/moh:rw
/opt/erpicopbx/agi-bin:/var/lib/asterisk/agi-bin:rw
fopt/erpicopbx/logs:/var/log:ru
fopt/erpicopbx/backup:/.backup:ru

environment:
- TIME_ZONE=Europe/Moscow
- OPENVPN_DISABLE=1
- ASTERISK_DISABLE=1

sync timezone

Main configuration file
Asterisk configuration files
Call recordings

Sound files

Music on hold classes
Processing AGI scripts

Log files

Folder for backups

# Specify for disable internal asterisk instance

# network_mode: "host"™ # Use host network
# Comment line above and uncomment bellow to use custom network configuration
ports:
- 85:80 ~\
- 80620:8e80
# - 5@35:5839
# - 5P66:5060
# - 5866:5860/udp
# - 190880-10508:10620-18500/udp

networks:
- erpicopbx-net

networks:
erpicopbx-net:




YcTaHOBKa U 3anycK

[ro
I Creating erpicopbx ... done
[rootBcloud docker]# docker exec —it erpicopbx bash

= YcTaHaBnmBaem docker-compose B e ta T e RN R N
C odMLManbHOro camTa e

= BbINONHSEM CKpUMT s o
cu rI ::j::ama: :::i::pb:{i 15:39:58 MSK 2021
https://git.erpico.ru/erpicopbx/releases e avese: ours,”
/docker/-/raw/master/install.sh |
/bin/bash Zr::ié:;ace: 192.1€8.140.159

= 3anyck: e »
docker-compose up -d S .

= YnpasneHue: -

docker exec -it erpicopbx bash (coostespscoste s |
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Bpems pa3BéepTbiBaHUA - 2 MUHYTbI

DdI2CEI0R L Lla s UL DLHUpP L LE
- _ ; - . . 0 D Epocas x +
095c0clce994: Pull complete < G G A Norseare | 12158137254
ca4kb3302ffed: Pull complete
Digest: sha256:32ab5458d4d90f1cl154655082¢ca

us ge

4
newer for erpico/

Creating mysgl ...
Creating erpicopbx ... 1 Crmens
Creating erpicopbx ... [
B Kamnam
real 2Zm51.36%9s b =

user Oml.213

[E ]

BYysS Om0.261

Ar

[root@erpicopkbx wWwWwW]
Asterisk GIT-1.8
zated by Mark Spe r
sterisk comes with ABSOLUTELY 1
s is free software,

oW warranty

=lcome to redistribute it
details.

on erpicopbx (pid = 103)

Forcerport ACL Port Status
N E0EE CK (1 ms)
D H 0 Unmonitored

0 offline Unmonitored: 0 online, 1 offline]

2 8ip peers [Monitored:

[ e i h p—
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KacTtomusauusa obpasa

/

= HoBbI Dockerfile Ha
OCHOBe 6a30BOr0
obpasa

= JlobaBneHune
HY>KHbIX MOAY/1ei
NIV N3MEHEHUe
KOH®Urypaumm

= Cbopka
= [ly6nukauuns
= Pa3BepTbiBaHMe

(k) ASTERCONF'2221

“ Dockerfile

C: » Projects > ErpicoPBX » docker.dongle > &* Dockerfile > ...

1

2

=] &h N B

]

11
12

FROM erpico/erpicopbx:latest as build
ENV container docker
LABEL maintainer="Ruslan Polukhin <rp@erpico.ru>"

RUN git clone https://github.com/bglll/asterisk-chan-dongle.git &&
autocont &&
-fconfigure &&"
make && make install

SHELL [ "/bin/bash "]
CMD ["/usr/local/erpico/bin/init"]




O6HoBNeHne
/
= OcTtaHoBka ATC
docker-compose down

= O6HoBNeHVe obpasa
docker pull erpico/erpicopbx

= 3anyck ATC
docker-compose up -d
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root@urunner: fopt# docker-compose down
Stopping erpicopbx
Stopping mysgl
Eemoving erpicopbx ... don

Eemoving mysgl ... don

root@urunner: fopt# docker pull erpicoferpicopbx

Uzing default tag: latest

latest: Pulling from erpico/erpicopbx

Digest: shal2b6:32ab5458d90f1cl54655082cae96c630c43Iecacllll
Status: Image is up to date for erpico/erpicopbx:latest
docker.ioferpicoferpicopbx:latest

root@urunner: fopt#$ docker-compose up -d

Creating mysgl
Creating mysgl
Creating erpicopbx
Creating erpicopbx +.. don

;)
(=}
4

J
[

u
L
m m :'Il :'Il

done

m




PeLueHune npobnem

/

= Jlor-¢pannsl
KOHTenHepa
docker container
logs erpicopbx

= AHanu3 noros ATC B
narnke logs

= CTaHZapTHbIV
NHCTPYMEHTapU
docker ana
ynpasneHus
KOHTeHepaMu
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rootéurunner: /opt# docker container logs erpicopbx

+7 (4852) 593-100
supportferpico.ru

Lsterisk configuration already fetched. To update use git pull.
Sounds already fetched. To update use git pull.

AGTI scripts already fetched. To update use git pull.
MOH already fetched. To update use git pull.

Waiting for configuration

Waiting for databkbase

Starting...

asterisk: started

failZ2ban: started

jboss: started

epbx: started

cron: started

oc: started

Ho git credintals.

ErpicoPBX started




Cnacv60 3a BHMMaHue!

O6pas ana 3arpyskmu cé6opku poctyneH B dockerhub:
https://hub.docker.com/r/erpico/erpicopbx

welcome@erpico.ru
Telegram: @erpico
erpico.ru
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https://hub.docker.com/r/erpico/erpicopbx

