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B Mo3re To)e ecTb 6aru

barn mewawLwime B aebare:

CemMb 6ep oaH Reset

He 3Hato, uTO 370 3a oLKnbKa, HO NMpobaemMa TOUHO He B
Hel

Hy paHbLue xe paboTano
HaBepHO t03epy Nokasanocb

3Har Kak pPeLNTb BOMNPOC NMHa4eE
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HeHaBuncTtb T

OAuVH 3 3nenLINX BparoB gebarepa

3INTbCSA Ha

ceba/npoBarigepa/nonb3oBatend/Mapka

CneHcepa BpeAHO 1 CO CTOPOHbI BbIMAANT
He CTpaHHo.

[onei yanky, Nnornagan napy MemMoB 1
npozoxai!
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Kak Haao

AnropuTm 6bICTPOro peLueHVa npobnemsoi:

MOHSATb Kak BOCMPOU3BECTY NpobieMy, 6e3 yyacTnsa NnonbL3oBaTens
CPaBHUTbL C pabo4yM BapMaHTOM

npuaymMaTb psaj NpoBepsieMbIX rMnoTes noyemMy He paboTaeT
NPOBEPATb MMMNOTE3bl HAUMHAA C Hanbonee BEPOSTHbIX

nucatb 6ar penopT
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[eHepaua Bbl30Ba N3 KOHCONN

cli> channel originate pjsip/1001 extension 111@ivrl
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[le6ar SIP
BO3MOYXHOCTW
KoHconu (CLI)
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MOXXHO BAeTb 3arosioBKu
JIn6o SIP-nakeTbl LEeNNKOM

CHAN_SIP CHAN_PJSIP
= sip set debugon = pjsip set logger on
= sip setdebug ip 1.1.1.1 = pjsip setlogger host 1.1.1.1
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CHAN_PJSIP
= pjsip show history
= pjsip show history where sip.msg.request.method = OPTIONS

ITProfitPBX14*CLI>
-— Remote UNIX connection
-— Remote UNIX connection disconnected
ITProfitPEX14*CLI> pjsip show history where sip.msg.request.method = OPTIONS

NOD. Timestamp (Dir) Address SIP Message

JO0000 1600969618 * —> 185.22.233.49:5060 OPTIONS sip:185.22.233.49:5060 SIP/2.0
JO008 1600969620 * —> 188.234.136.49:5060 OPTIONS sip:188.234.136.49:5060 SIP/2.0
20010 1600969625 * =—> 10.32.1.11:5060 OPTIONS sip:1030@10.32.1.11:5060 SIP/2.0
20012 1600969630 * =—> 10.32.0.117:5060 OPTIONS sip:1011@10.32.0.117:5060 SIP/2.0
20014 1600969632 * =—> 172.16.0.135:5060 OPTIONS sip:1007@172.16.0.135:5060 51P/2.0
20016 1600969633 * —= 10.32.0.70:32670 OPTIONS sip:1020€@10.32.0.70:32670 sIP/2.0
00020 1600969640 * —= 10.32.2.10:5060 OPTIONS sip:1021@10.32.2.10:5060 sI1P/2.0
20022 1600969640 * —» 79.137.209.155:5060 OPTIONS sip: ~ 5060 SIP/2.0
00024 1600969642 * —= 10.32.2.11:5060 OPTIONS Sipiivsiw@i0. 32.2.11:5060 SIP/2.0
WA 1ARMANOGRORAR ® ~—— 70O 127 N0 185 -=-L50RN NDOTTAME can7OMWA21T 122 124 160 ENRN- T4 na—tr
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[MpyumeHeHNne
TCPDUMP
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TCPDUMP, SIP, RTP

'SO 6o/blUEe He HY>XHO MNCaTb , 3TO YMOJIHaTE/IbHOE NnoBegeHne

Muwem B ¢painn SIP+RTP
tcpdump -w /tmp/call.pcap port 5060 or portrange 10000-20000

Buanm B KOHCONM TONBKO Sip-3aro/ioBKM

tcpdump port 5060

Buamnm B KOHCONW Sip-I'IaKeTbI Le/IMKOM

tcpdump -A port 5060
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Bo3mMoxHble npobnembl ¢ TCPDUMP

1. Cnnwkom mMasno nakeTos
2. CAanwkKomMm MHOIo naketos

AL
1370 packets captured

1399 packets received by filter
29 packets erEped hg HEFEE1

| - e [P [
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COBET

ByabTe OCTOPOXHbI B OBLLEHWI C AHT/TOFOBOPSALLVIMM NPO AaMnbl

Please don't TAKE A DUMP here!

ASTERCONF
- 2020



[le6ar
SIP/RTP-pamna
Wireshark

o



Wireshark

“  3JTO 3HaKT BCe

188.234. 136.49
10.32.0.12
T

6.550020
6.5515660
7.540206
7.598032
8.107357
d.151354
16.634948
16.635828
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Wireshark

<]

I Cseq: 15636 INVITE

Allow: OPTIONS, SUBSCRIBE, MOTIFY, PUBLISH, INVITE, ACK, BYE, CANCEL, UPLC |_|pl/l Bbl60pe nroboro nong

Supported: 1@88rel, timer, replaces, norefersub nakeTa B HVl)KHeM CTpOKe

Session-Expires: 15@8

Min-SE: 9@ noABMAAETCA NM4A MNMapaMeTpa
b P-Asserted-Identity: "AsterTel 79286828884" <sip:79206820084§10.32.0.12> AnA Cl)Vlﬂpra

Max-Forwards: 7@
|Llser‘-ﬁ.ger1t: SkyNET h
Content-Type: application/sdp
Content-Length: 223

I Message Body

e2be 3a 28 37 LERsS 73 65 72 5
B2ce an
@2da 74 B5 be 74 B Bc 69  tent-Typ e: appli
@2e8 63 61 74 B9 6T 6B 2f 73 64 78 8d 8z 6f Be 74 cation/s dp--Cont
B2fa 65 Be 74 2d 4c 65 Be B7 74 BB 28 32 32 ent-Leng th: 22

O ¥ RFC 3251 User-Agent Header (sip.User-Agent), 20 baiTel
= N . [ [ e [ = I — Il S

(%) ASTERCONF
- 2020



Wireshark

AN T it E LT A WA IR
A call-1.pcap
Tain  Pegaktnposadne  [p=ssso=sRooucs  Dounas Brrmmus Cromscmass  Teschowsy  hecnposogHor MiHcTpymedtsr  TMNomows
- PaseepHyTb MoguuHEHHBIE [epesba
Fill ® kA PHY A fep
CeepHyTb MNogunHEdHbIE [epesna
| |sip.U5er—Agent == "SkyNET"
PaseepHyTb Beé
Mo, Time B stination Protocol L
CeepHyTb Bcé
21 2.867881 .32.8.97 SIP
< 777 ARIIIN MprmennTe kak CTonGey, Ctrl+Shift+| A sre
I Frame B2: 996 bytes o MprmennTe kak PuaeTp b
" ol
g ciEE L e Prepare as Filter 4 Prepare as Filter: sip.User-Agent == "SkyMNET"
F Internet Protocol Ver!
I User Datagram Protoco Dunstp Jnancra g BriBpano
4 Session Initiation Pr Mpwaate Leeta ¢ Momowsio PuasTpa 4
. He Bribpano
I Request-Line: INVI Cnegosats »
4 Message Header «and Selected 6
b wia: SIP/2.8/UD Konuposats 4 ...or Selected |/|3 f“'O Oro nonﬂ SIP-naKeTa
' From: "AsterTel and not Selected
b To: <sip:leesfl Mokasate baiite Maketa.., Ctrl+Shift+0 ﬂl ID|
» To: csipiions : _ vendnorse MOXHO B ABa K/IMKa CO3AaTb
ontact: <s1p:a JkcnopTupoeate badte MNakera... Ctrl+Shift+X

Call-ID: 5f58es

[Generated Call
F CSeq: 15636 INV
Allow: OPTIONS,
Supported: 1@er
session-Expires
Min-SE: 98
P-Asserted-Iden
Max-Forwards: 7

-

Wiki-crpanuua MpoTokona
Cnpaeka no Monwo Puastpa

Mapametpel MNpoTokona

Jerognposate Kak...
Mepeiitn k CeasanHomy MNakery

Mokazate CeaszanHe Maker 8 Hosom OkHe

dUNbTP

L, UPDATE, PRACK, REGISTER, MESSAGE, REFER

.B.12>

User-Agent: SkyNEI
Content-Type: application/sdp
Content-Length: 223

- Message Body

P



Wireshark

Wireshark - Mpourpeisatens RTP

1
14

10 12

Appec Mcrounmka  Mopr Werounmka  Appec Monywatens  Mopt Monyuatena  SSRC Kagp Hactpoitku  Maketsr  Bpemennoii Mpomescyte

188.234.136.4% 23242 10.32.0.12 14942 000827483 4 418 8.15 - 16.5 (8.36)
10.32.0.12 14842 188.234.136.49 23248 0x750fc8d6 41 424 8.11 - 16.6 (8.52)

16,021 5. Hawmire "G" 4m7 nepevods « navery 1647

lE‘ | | BrixonHoe Yerpoicteo: |Default Output Device w
Bydep xaTTepa: Bpenms Mpowrpeisatus: |Bybep LxurTepa v [] Bpens Axa

(%) ASTERCONF
- 2020

MOXHO BbICTaB/IATbL pa3Mep
Lxutep-bydepa npwu
BOCMpoun3BeeHNY
3axBayeHHOro RTP-Tpaduka
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lvan Alonso (aka Kaian)

ABTOp SNGREP-a




Bo3amo)xHocT SNGREP

[1lpOoCMOTpP B peasibHOM BpeMeHU TekyLunx SIP-gnanoros

10.32.0.12:5060

OPTIONS

10.32.2.10:5060

19:17:20. 202085
+0.013191

200 OK

19:17:20. 215276 -

(%) ASTERCONF
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OPTIONS s1p:1021@10. 32
via: SIP/2.0/upp 10. 32
4c5a-b857-2d0fedaz947c
From: <sip:1021@10.32.
To: <sip:1021@10. 32. 2.
contact: <sip:1021@10.
Call-ID: 39d34f26-4c38
C5eq: 35117 OPTIONS
Max-Forwards: 70
User-aAgent: SKyNET
content-Length: ©

y



Bo3amo)xHocT SNGREP

CoxpaHeHvie BbibpaHHbIX SIP-ananoros + RTP B *.pcap

Save Capture

all dialogs ) .pcap (5IP)

(
selected dialogs [0] E*) .pcap (5IP + RTP)

filtered dialogs [1] ) . TXt

[ cancel ]
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Bo3amo)xHocT SNGREP

BO3MOXHOCTb MOCTPOYHO CPaBHNTb ABAd FOObIX MakeTa

OPTIONS s5ip:1001@10.32.0.201:5060 SIP/2.0

ia: SIP/2.0/uDP 10.32.0.12:5060; rport; branch=z8hGdbkPjc5280c20
0b58-40eB-9d21-17cSFbca271f
Frgm: <5ip:1001@10. 32. 0.12>; tag=71b44f60-efla-40fa-9cf5-02da739
Sedd

o: <sip:1001@10.32.0.201>

ontact: <sip:1001@10.32.0.12:5060>
all-1p: 620ef552-e728-44c0-93b4-cb2f53eBB67e

User-Agent: SkyNET
ontent-Length: O

(%) ASTERCONF
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OPTIONS s5ip:1020@10.32.0.70:32670 SIP/2.0

via: SIP/2.0/upP 10.32.0.12:5060; rport;branch=z%hc4bkPjflb&26e2
047 8-4a8d-af 7c-656c072de500

Erom: <5ip:1020@10. 32. 0.12>; tag=F6ddd584-3972-4e8f-b52a-6ddbl2c
cb3

To: <sip:1020@10.32.0.70=

Ccontact: <sip:1020@10.32.0.12:5060>

Call-1D: 9b42e931-4279-4f3b-8958-eB67Td0d5132

Cseq: 42185 OPTIONS

Max-Forwards: 70

User-Agent: SkyNET

content-Length: O




Bo3amo)xHocT SNGREP

[TONHOTEKCTOBbLIN MOUCK

CTaBUTbL AaMn Ha naysy

PunbTpaymn Npu 3anycke kak 8 TCPDUMP
OTKpbIBaTb COXPaHEHHbIN gaMmn
PunnbTpoBaTh TPAPUK perynapkamm
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Ecnnm B 1orax eCctb OLLUNOKU
He CTOUT X NTHOPUPOBAaThL

Moaxoa K ge6ary gnannnaHa:

He HaumMHal TecT He yCTpPaHMB OLLINGKN
NpyY NPUMEHEeHN AnanniaHa

Ecnv npu BbINOAHEHUW AnanniaHa ecTb
WARNING-n, HO npu 3TOM BCe paboTaeT -
3TO npobnema

-If | ignore it, maybe
it will go awa

() ASTERCONF
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[oBOpIO YTO warning nNpu
penoage auannnHa aTto
nnoxo

- paspaboryuku EreePBX
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[TprnoxeHWsa Ans OTAaAKA

. 0x7f8b143e8d20 strict RTP learning after remote address set to: 10.32
-- PISIP/1001-00000368 answered
= Launching pumpChan() on P1SIP/1001-00000368

bumping Info For Channel: PJISIP/1001-00000368:

PISIP/1001-00000368
PISIP

MprnnoxkeHnsa guanniaHa: : 1880577050 3661
Milliwatt()

Ni ko;ay shakin
ing
EChO() WriteFormat

(

ReadFormat=
RawwriteFormat=
RawReadForma
WriteTranscol

u l I l p a n ReadTranscode=
1stFileDescriptor=
Framesin=
Framesout=
TimetoHangup=

o
N OO ElapsedTime= P
p BridgeID= (Not bridged)

from-internal

1

DumpChan
(None)
(Not Blocking)

ASTERCONF ITProfitPEX14*CLI>
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[loacncrema
JlormpoBaHuA
Asterisk




CLI ynpaBneHune normpoBaHmem

« core setdebug 10
e core setverbose 10

+ logger add channel debug *
* logger mute
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tmux+watch




tmu

Every 0.3s: asterisk -

0 active calls
685 calls processed

x+watch

x ‘core show calls’

Co3gai cBoM fawbops AN MOHUTOPWHIA Yero yroHo
B peasibHOM BpeMeHWU

Thu Sep 24 23:16:34 2020

win 3509, length 1616

23:16:34.205737 IP 10.32.0.13.32861 > ITProfitPBX14.ssh:

23:16:34.205773 IP 10.32.0.13.32861 > ITProfitPEX14.ss

23116:34.207132 Ip ITProfiteexld.ssh > 10.32.0.13.32861:

win 3509, length 4160

23:16:34.207366 IP ITProfitPBX14.ssh > 10.32.0.13.32861:

win 3509, length 1680

23:16:34.207654 1P 10.32.0.13.32861 > ITProfitPexid.ssh:
23:16:34.208096 IP ITProfitPBX14.ssh > 10.32.0.13.32861:

win 3509, length 2880

23:16:34.209485 1P ITProfitPBxl4.ssh > 10.32.0.13.32861:

win 3509, length 4160

23:16:34.209672 IP ITProfitPBX14.ssh > 10.32.0.13.32861:

win 3509, length 1488

23:16:34.211064 1P ITProfitPexl4.ssh > 10.32.0.13.32861:

win 3509, length 4160

23:16:34.211211 IP ITProfitPBX14.ssh > 10.32.0.13.32861:

win 3509, length 1344

23:16:34.214852 1P 10.32.0.13.32861 > ITProfitPexid.ssh:
23:16:34.214908 IP ITProfitPBX14.ssh > 10.32.0.13.32861:

win 3509, length 5440

23:16:34.214943 1P 10.32.0.13.32861 > ITProfitPexld.ssh:

23:16:34.215050 1P 10.32.0.13.32861 > ITProfitPBX14.ss|
23:16:34.215246 IP 10.32.0.13.32861 > ITProfitPBX14.ss

23:16:34.217144 1P ITProfitPexi4.ssh > 10.32.0.13.32861:

win 3509, length 4160

23:16:34.217360 IP ITProf]tPBX14 ssh > 10.32.0.13.32861:

win 3509, length 1.

23:16:34.217373 1P 10 32.0.13.32861 > 1TProfiteexld.ssh:
23:16:34.217512 1P 10.32.0.13.32861 > ITProfitPexld.ssh:

Flags
Flags
Flags
Flags

Flags
Flags

Flags
Flags
Flags
Flags

Flags
Flags

Flags
Flags
Flags
Flags

Flags

Flags
Flags

ack 235830912, win 392, length 0

ack 235832528, win 386, length 0

, Seq 235832528:235835688. ack 134609,
seq 235836688:235838368, ack 134609,

[.], ack 235838368, win 363, length 0
[P.], seq 235838368:235841248, ack 134609,

[P.], seq 235841248:235845408, ack 134609,
[P.], seq 235845408:235846896, ack 134609,
[P.], seq 235846896:235851056, ack 134609,

.1, seq 235851056:235852400, ack 134609,

, ack 235841248, win 352, length
P.], seq 235852400:235857840. ack 134609.

ack 235846896, win 330, length O
ack 235852400, win 308, length O
ack 235857840, win 287, Tlength ©
. Seq 235857849:235862000. ack 134609,

seq 235862000:235863408, ack 134609,

ack 235862000, win 271, length 0
ack 235863408, win 265, length O

Current Mode: online
Match Expression:
Displ Filter:

OPTIONS
OPTIONS

OPTIONS
OPTIONS
OPTIONS

Dialogs: &
BPF Filter:

1004@10.32.0.12 1004@172.16.0.133
1007@10.32.0.12 1007@172.16.0.135
74832320099@188.234.136.4 74832320099@188.234.136.4
3006@10.32.0.12 3006@172.16.0.109
1005@10.32.0.12 1005@10. 32.0. 90
9208380313@rtu. nexttell.r 93.92.91.90

F
1
2
2
2
2

16. 9%] Tasks: 72,

162 thr; 2 running

23.4%] Load average: 1.65 0.96 0.63

22.5%] uptime:

9.3%]

1
TEEEREREETETrrria. 136/3 706]
3M/3. 87G]

=
5487 root
1971 root
16861 root
16865 root
14624 tcpdump
14656 root
8995 asterisk
15968 root
1 root
1413 mongodb
14928 asterisk
1375 zabbix
14948 asterisk
554 root
14907 asterisk
750 dbus
1349 mysql
8890 root
F1GE

coccocoocooocoooce
nunununununununn unnnnnnunngl
HooooNnnNNNENNE AR WD

34 days, 11:40:32

mﬁrep

sshd: root@pts/3

sngrep

sngrep

tTcpdump

watch -n 0.3 asterisk -x 'core show calls'

Jusr/sbin/asterisk -f -uU asterisk -G asteri

0]

/usr/1ib/systemd/systemd --switched-root --

Jusr/bin/mongod --quiet -f /etc/mongod. conf

Jusr/sbin/asterisk —-f -u asterisk -G asteri

fusr/sbin/zabbix_agentd: Tlistener #3 [waiti

Jusr/sbin/asterisk -f -u asterisk -G asteri

Jusr/1ib/systemd/systemd-journald

Jusr/sbin/asterisk —f -u asterisk -G asteri

/usr/bin/dbus-daemon --system --address=sys

/usr/Tibexec/mysqld basedir=/usr --datadi
/b1n/python usr/bin/fail2ban-server -b
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