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HTO TAKOE ASTERISK
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QoS sHympu VPN

MEHELXEP
Kauaet Hoasth coaoH
“Teopwu Bonsworo Bapuisa”
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VLAN

Interface 1+2

Interface 1

Interface 2 voxlink ))"



VLAN: Server-On-A-Stick

MNNHL

VLAN 100

VLAN 20 (WAN 2)
VLAN 30 (VolIP Provider)
VLAN 100 (DATA)
VLAN 200 (Voice)

VLAN 10
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CopThoH + VPN-
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- Csa3b Mikrotik & Asterisk _

Asterisk n Mikrotik mo)XHoO nHTerpnpoBatb mexay coboun.

*Asterisk moxeT nocbinatb KomaHabl Ha Mikrotik
*Mikrotik mokeT nocbinatb KomaHAabl Ha Asterisk

[lpumepsbl ucrnosb308aHUA makxou UHMeepayuu.
*YnpasneHue Mikrotik c ntoboro TenedoHHoro annapata (xotb Panasonic)
*I3ameHeHne HacTpoeK Asterisk npu cmeHe IP-agpeca npu Dual-WAN
*BbinonHEHME NPOUN3BOIbHbIX CKPMNTOB Ha Asterisk npu cobbitnm Ha Mikrotik
*BbinosiHeHME NPomn3BO/IbHbIX cKkpunToB Ha Mikrotik npu cobbiTum Ha Asterisk

Kak genaetca nHterpauma:
*[1o API

Mo SSH voxlink I



_ Csa3b Mikrotik & Asterisk
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DHCP cepsep

1592.168.192.1 (Office-314-RouterSwitch) - WinBox v6.35.2 on CR5123-24G-15-2HnD (mipsbe) — O x
Safe Mode Hide Passwords [ ('
Ay Quick Set [x]
. CAPsMAN DHCP  Metworks |Leas&s Options = Option Sets |~ Aletts
w4 =
= Wireless |Address £ |GE|tE:'.'|.IE|1_.l |DNS Servers |Domair1 WINS Servers |Next Sen.rerl |"
44 Bridge ..o Ong zarpyskum Ce stersh; B inL g zarpvar WTWare: 5.4 16/wtware pue
o 152.168.10.0/24 152.168....
=g PP 192.168.66.0/24
= Switch [~ || 192.168.100.0-24 Address: | [EESEEE R OK
©% Mesh — Gateway: |192.168.192.1 & — 192.168...
P ) Metmask: |24 - Bpphy
4 Routing [
DMS Servers: |[1592.168.152.1 S
oo 1 = [T
omain: -
® oo
i Fies WNSSevers: | |3
Lag MTP Servers: |79.137.209.155 S
2 R e P
A Tools ¥ Next Server: [192.168.192.102 | &
B Mew Teminal
e
M | CD
ons: [fipdé ¥ | %
®L MetaROUTER DHCF Options: [titpdee |4
5 Potir e
o Make Supout rif N a%l
& Manual |VOXI_] n k ){. \
[ §= &items (1 selected) yB




DHCP cepsep

168.192.1 (Office-314-RouterSwitch) - WinBox v6.35.2 on CR5125-24G-15-2HnD (mipsbe) — O > |

| —
| || C3"| | Safe Mode | v Hide Passwords M (2
A Quick Set NHEP Server E
. CAP=MAN DHCP | Metworks Leases Options | Option Sets  Alerts
miots (4] =] |7 Fas ]
o Wireless |I"-.I,':|me / |Code [Value | |v:
5 Bridge % ; ; ]
= PPP : -
" 130 130 57 i
= Switch b || 131 139 Neme: TEIE [ | ok |
: 132 132 s Al
¢.% Mesh o e Code: |66 || Canesl
@5 P || 134 134 54 Value: |s'192.168.192.102 | ety
local BE ="
4 Routing I : Raw Value: |313532253135351"E |
- s
- System [ | mitel_new 43 53
& Cuees option-150 150 571
titp&&-trainer &6 "1
. Files st mg?
Log Htpd&6 66 57
: ttpd66-Grush ... 65 51
. Radius
=, Tools I*
B MNew Teminal
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DHCP cepsep

@' voxlink@192.168.192.1 (Office-314-RouterSwitch) - WinBox v6.35.2 on CR5125-24G-15-2HnD (mipsbe) — | X
Safe Mode Hide Passwords B (3
A& Quick Set %]
. CAPsMAN DHCP  Networks Leases |Dﬁtions Cption Sets  Alerts
W Interfaces P I e I I Find
= EE DHCP Lease <192.168.192 o] ]
£ Wireless oo 5 | Active MAC|+
7o G s :
2% 192.168.1 m
=% PPP 199168 1 Address: |192.168.192.203 I Cancel
= Switch P 192.168.1 MAC Address: |00:04:13.4023.EF | Apply
192.168.1
#8 Mesh [] Use Snc. MAC Address
126
a5 P l“ 1921681 Client 1D: | Snom820-Roman | &
2
# Routing r 192168 1 Sever |Office 314 [#] =
. System [+ 152168 1 Copy ] 00:0C:29:98
D 132.168.1 Lease Time: - 158 84:4B:F5:2¢
& Gueues D 192.168.1 | | 14 00:0C:29:Ef
. Files D 1921631 [ Block Access 11 00:0B:82:3¢
log .; Grandstreg [ | Mways Broadcast Check Status
152.168.1 ] 00:0B:82:2C
At Radius oD 1921681 DHCP Options: | - 135 D0:0F:D3:
& Tools |0 1821681 132 D0:0F:D3:04
; : D 1521681  DHCP Option Set: | - "9 60-F1.89.48
@ Mew Teminal D 1521681 - 3 44:6D:6C:C
= LcD D 1321681 Rate Lirit: | |~ 128 60:F1:39:48
= D 132.168.1 _ - ] D4:61:2E:D
o VetsROUTER | japqagq| [Moct Gueve Befors: [ K1 g 2027073
#% Parition D 1921681 Address List: | | = i 2C:27:D7:3
- Make Sumog |0 1227881 ] 44:6D6CC) -
ake Supout | 7Tt ® c %%
€: Manual E ]E;]EE] 11'1 §£22§ * VOX I-] n I( )‘\‘
"l |enab|ed | | |wa'rtir1g |" | B 8
B e 54 jtems (1 selecreny




TFTP cepsep

2. 168.192,1 (Office-314-RouterSwitch) - WinBox v6.35.2 on CR5123-24G-15-2HnD (mipsbe) - O -

— = =
||| 4| | Safe Mode | v| Hide Passwords li-’“:|
B [ 3]

A5 Quick Set ;
. CAPsMAN DHCP Networks Leases | Options Option Sets  Alerts

i Interfaces |E| _| |Zﬁ t L=
1 Wireless —|dddeees |

A% e e

=% FPP |THZ| 1] [
= Syitch I ?_ﬁ Mew TFTP
2 Mesh IP Addresses: Im I )
255l P " Req. Flename:

4 Routing [
. System [*

Real Filename: | |
[

! Queues [w| Read Onby
. Files

i) Log
ﬁ Radius

%, Tools &
i B Mew Teminal
I __iais)
| = MetaROUTER | [|Ditems

VOXI.] n k )‘ | % Parition O 1927681 Address List: | E=
ol R _|lp 132.188.1
B - Vake Swpout |n 1571631

Hits: |0 |

enabled




Aar Quick Set
8 Interfaces
= Wircless
1, Drdge
=% PPFP

11.1 (MikroTik) - WinBox v6.29.1 on RB20T1UIAS-2ZHND (mipsbe) - a >

Cloud DynDNS

Memory|101.9 MiE CPU{7% [v| Hide Passwords [ ('
(][]

*

[Ex]

= Switch
%2 Mesh

255
i

IP

DHCP  Metworks | Leased

+[=lg][7]

Address: |192.168.11.0/24

| OK

Gateway: |192.168.11.1 -

Cancel

Address

2

G Metmask: |24 -

Apply

% IPv6

< MPLS

#° Routing
. System

s s e e s

Cueues
Files
Log
# Radius

-, Tools I

[ A ]

B MNew Teminal
Ll
. MetaROLITER

152.168.11.0/4 Cloud

DDNS Enabled oK

Update Time
Public Address: |37.204.156.82

DNS MName: |44431]2431c16.5n.me¢name.ne¢

updated |
TIEN DErver.

Boot File Name:

é ohcpopirs: [+ voxlink JI)

DHCP Option Set:

L
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SIP-ALG

 CAPSMAN Fiter Rules NAT Mangle Service Pors | Connections  Address Lists | Layer7 Protocols
i Interfaces |z| E| |E|

o Wireless [Name / [Ports |SIP Direct Media |
L —
=C PPP X @i 6667
== Switch * @ pptp -

: F S || S060. 5067 ¥eB:
oo T |

= Mesh @ Htp (] = T : |
s |P [ Frewalling Service <sip>

#° Routing > Mame: |sip | | 0K

- System & Ports: | EHE) | & Cancel
& Queues 5061

l > phy
. Files

| A

s [v| SIP Direct Media
& Radus \disabled

%, Tools [
B Mew Teminal
= |CD
¥ MetaROUTER
% Partition I3 _

S o e voxlink J)})

& Manual




4 CAP=MAN
W Interfaces
= Wirgless
1, Dridge
=% PPFP
== Switch
“ 5 Mesh
g5 IP
4 Routing

. System
Q Queues
_ Files

Log

A Radius
&, Tools
B Mew Teminal
M | Ch
=S MetaROUTER
ﬂ“’r Partition

= Make Supout rf
& Manual

Firewsall

Connection List

(=] [ 7] [ Trckng |

Filter Rules  NAT  Mangle Service Ports  Connections |.Flddr&i;s Lists Layer? Protocals

\Src. Address Dst. Address \Pr... |Connecti... |Timeout | TCP State |Orig./Repl. Rate
SAC  85.30.235.148:1701  217.174103170:1701 17 fu... 00:02:54 0bps./0bps
SACs  192168.10.35:5060 ::iiiii9.155:5080 17(u.. 00:02:45 0bps/0 bps
SACs  192.168.10.101:5060 29.202.190.25060  17(u.. 00:02:15 0bps/0 bps
SACs  192.168.10.102.5060 29.208.190.25060  17(u.. 00:02:00 0bps/0 bps
SACs  192168.10.103:5060 2920219025060  17(u.. 00:02:38 0bps/0 bps
SACs  192168.10.104:5060 2920819025060  17(u.. 00:02:24 0bps/0 bps
SACs  192168.10.105:5060 29.202.190.25060  17(u.. 00:02:18 0bps/0 bps
SACs  152168.10.106:5060 2920219025060  17(u.. 00:02:53 0bps/0 bps
SCs 192.168.10.106:16544 8.8.8.8:53 17 ... 00:00:03 0bps/0bps
SCs 192.168.10.106:17960 8.8.8.8:53 17 ... 00:00:03 0bps/0 bps
SCs 192.168.10.106:18089 8.8.8.8:53 17 ... 00:00:03 0bps/0 bps
SCs 192.168.10.106:62933 8.8.8.8:53 17 ... 00:00:03 0bps/0 bps
SACs  192.168.10.107:5060 {511 190.2.5060 17 fu... 00:01:40 0bps/0 bps
SACs  192.168.10.108:5060 19025060 17{u.. 00:02:58 4.4 kbps/3.6 kbp
SACs  192.168.10.111:5060 209.155:5060 17 {u... 00:02:41 0bps/0 bps
SACs  152.168.10.114:4569 209.155:4569 17 {u.. 00:02:52 0bps/0 bps
SACs  152.168.10.114:5060 19025060  17{u.. 00:02:53 0bps/0bps
Cs 192.168.10.114:5060 20935060  17{u.. 00:00:02 0bps/0 bps
SACs  192.168.10.114:33227 209.156:1187 17 {u... 00:02:51 0bps/0 bps
SACs  192.168.10.125:5060 209.155:5060 17 {u... 00:02:41 0bps/0 bps
SACs  192.168.10.143:50960 il 232247443 17(u.. 00:00:44 0bps/0 bps
SCs 192.168.10.149.56685 77.88.8 8:53 17 ... 00:00:02 0bps/0 bps
SACs  192.168.10.149:56778 173.194122.201:443 17 (u... 00:02:06 0bps/0 bps
SACs  192168.10.149:62271 108.177.14.189:443  17{u... 00:02:56 Dbpsx"wx
SACs  192168.10.149:62704 173.18432151:443  17(u... 00:02:45 0bps/0bp
M| T I .

ink I




WAKE ON LAN

Fiter Fules  MAT Mangle Service Ports |Cﬂnneciiuns Address Lists  Layer? Protocols

-

m Interfaces

. Wircless Terminal
q % g [voxlinkROffice-314-RouterSwitch] -

Py DNage [voxlink@Office-314-BouterSwitch]

>
>
gﬁF‘F‘F‘ [voxlink@OEffice-314-RouterSwitch] >
=+ Switch - [voxlink@Office-314-RBouterSwitch] >
[vorlink@OEffice-314-RouterSwitch] »

2 Mesh [voxlink@BOffice-314-RouterSwitch] >
=5 |P - [voxlink@Office-314-RouterSwitch] >
- [voxlinkROffice-314-RouterSwitch] >
4 Routing I [vorxlinkROffice-314-RouterSwitch] >
[voxlink@OEfice-314-RBouterSwitch] >
=

=

>

>

. System ] . ]
[vorxlink@OEfice-314-RouterSwitch]

9 Queuss [vorxlink@OEfice-314-RouterSwitch]

Bl Giles [vorlink@OEfice-314-RouterSwitch]

— [voxlink@ROffice-314-RouterSwitch] Jtool wol

Leg interface mac

‘@ Radius [voxlink@COffice-314-BouterSwitch] > /tool wol interfaces= |
GEE-FAVIMedia egip-cluster-tunnel wvlanll-class-329 eoip-MEP

A, Tools " | GRE-VEN-SERVER ether. .. wlanl92-pffice-314 pptp-Sheremetyevo

B Mew Terminal Grushko-Home l2tp-inl v1lan2l7-Internet wlanl0

¥ LD bridge-comp-class 1l2tp ml voxlink-guest vlanlaz

= bridge-glckal loopback wlanl <l2tp-gorlove

=L MetaROUTER bridge-local s3fpl GEE-ERD <l2tp-mediaatyler

’_& P [voxlink@Office-314-RouterSwitch] > /tool wol interface=bridge-local mac=00:00:00) |

S pe— :00:00:00 »

; :::Ejupum.rif VOX .i n k )‘\‘

[ = Eao o ol Y




Asterisk Ha Mikrotik

Asterisk moxeT bbITb ycTaHOBNEH HenocpeacTBeHHO Ha Mikrotik B
Metarouter

NMpon3soanTeNIbHOCTb — HECKOJ/ILKO BbI3OBOB B CEKYHAY.
KaK yBenmumnTs:

* icnonb3osaTtb Direct IP (“Canreinvite”)

* OTKNOYNTb TPAHCKOAMPOBaHUE

* He ncnonb3osatb MoH, Voice Announcements

* YNpoCTuUTb AnannnaH

voxlink JJ))
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Omnadka cemu

UHcTpymeHTbl Mikrotik
ANA TPabnlyTUHra cetTu




TORCH

ode Memory:| 101.6 MiB CPL:E% Hide Passwords [ (2
As Quick Set

W Interfaces - Basic - Filters Start
. Wireless Interface: Sre. Address: |0.0.0.0/0 | I:Stnp
1, Bridge Ertry Timeout: |00:00:03 |s  Dst. Address: |0.0.0.0/0 | II
= DSE
=% PPP - Collect Src. Address6: |::;’D |
= Switch Src. Add Src. AddressB
- 16 reeEss 1 FOEEss Dst. Address6: |./0 | [ Mew Win
© 2 Mesh Dst. Address Dst. Addressé
S | 1 mac Protocal ] Port MAC Protocol: [all =]
-
[] Protocal [] VLAN Id Protocol: |any [+
v |Pv6 M
[] pscp —
' MPLS I Port: [any =
#* Routing ¥ VLAN Id: [any =
. System - DSCP: |E|r1:.r ";
Q CQueues
- Et... / |Prot... |Src. | Dst. |VLAN Id|DSCP  |TxRate |Fx Rate |Tx Padl
“ Files 300 (p) 192.168.11.37 192.168.11.1 1540k.. 8.8kbps
Log 300 (p) 192.168.11.38 79.137.209.167 3M04k... 28.2kbps
o Rad 300 (p) 79.137.209.167 37.204.156.82 272kbps 311.8k...
I 200 iip) 192.168.11.37 192.168.152.1 E425k.. 15.1kbps
. Tools |l 800 4p) 217.174.103.170 37.204.156.82 18.3kbps 5534 k...
S T— 300 (p) 192.168.11.38 93.158.134.3 592bps 624 bps
W 1Emin= 200 ip) 93.158.134.3 17,204 156 82 592bps 524 bps
= |CD 300 (p) 192.168.11.37 94 100.180.59 Dbps  Dbps
, 800 (p) 94.100.180.59 192.168.11.37 Dbps  Obps
=
£5 MetaROUTER | 4139 o) 144 76.57.164 37.204.156.82 44Dbps 560 bps
#5 Parition 300 (p) 192.168.11.38 144 76.57.164 528bps  512bps -
N = | s004p) 192.168.11.37 255 255 255 255 Obps  Obps . T XN
Make Supout if
=+ TE T80 300 {p) 192.168.11.75 79.137.209.155 Obps  Obps O\ XI_] n I( )‘\‘
& Manual 300 (p) 79.137.209.155 37.204.156.82 Dbps  Obps gyE
B e 200 fin) 192 168.11.38 111.221.77.164 Obps  Ohps




Omnaodka

(%] MIUE rasswoils Bl m b

A5 Quick Set El[=]*
i CAPsMAN Filter Rules = MAT | Mangle Service Ports |Cur1nectinns Address List=  Layer7 Protocols |
W Interfaces J:U:l kv [
= Wirgless @E |v
9 Brid [voxlink@0ffice-314-RouterSwitch] » |
& SN0ge [voxlink@Office-314-RouterSwitch] »
=E PPP [voxlink@0ffice-314-RouterSwitch] »
1 R e A o
=+ Switch - [vorlink@0ffice-314-RouterSwitch] »
°.® Mesh Packet Sniffer Settings IE”E
= Me
ey e o ||[=) (7] [2)[8)] [seep ] resee |
#* Routing I Memory Limit: |1000] ‘ [Type i~
[E123 peap peap file E
System I (] Orly Headers - terSwitch-20140524-... backup
& Qucues gl 5 Office-314-RouterSwitch-20140602- .. backup L
== File: NamEI: |123.pcap [ Office-314-RouterSwitch-20140602- .. backup
. Files - [ Office-314-RouterSwitch-20140714-... backup
Lo Fie Lmit: |10000 E1ar3330-3. 10wt o file
g B
_ [Elaudiocodes peap peap file
..?E.& Radius %adn-befnre-rese‘t.bad(up backup
Tools [ autosupout.old ff if file
= = autosupout ff if file
B Mew Teminal Eibcrsc script
= D i %bpdu.pcap pcap file
console-dump bd bt file
5 MetaROUTER Frotocals Ddark-lcgin-foni directory -
¥ Partition stopped « | [
- Make Supout if 81 items 325 MiB of 128.0 MiB used | 74% free

Qe voxlink M

B Ex items (1 selected)




PACKET SNIFFER + WIRESHARK

E= TR LTS BN LR ILILFIIVIIJ s LTSS R

©© Ea;x@l'f'@a@@ﬁ&l@@l@&@lliﬁl@%l@
Filter: | Expression... Clear Apply Save

Mo, Time Source Destination Protocol Length  Info
1 0.000000 79.137.209.155 91.231.214.10 SIP/SDF 1257 Request: INVITE sip:89257049756¢
2 0.003382 91.231.214.10 79.137.209.155 sSIP 323 status: 100 Trying |
3 0.008129 91.231.214.10 79.137.209.155 s5IP 565 status: 401 unauthorized |
4 0.008446 79.137.209.155 91.231.214.10 sSIP 429 ReguestT: ACK sip:89257049756@91
S A ANRATA 74 127 200 18R al 221 4 1n =To/enc 1505 Danuast s TMUTTE <in-R0757MAQ7SA

]

Frame 3: 565 bytes on wire (4520 bits), 565 bytes captured (4520 bits)
Ethernet II, 5rc: CiscoInc_do:8c:00 (00:22:0c:d6:8c:00), Dst: vmware_c5:T9:f5 (00:0c:29:c5:T9:F5)
Internet Protocol Version 4, Src: 91.231.214.10 (91.231.214.10), Dst: 79.137.209.155 (79.137.209.1!
User Datagram Protocol, src Port: 5060 (5060), Dst Port: 5060 (5060)
Ssession Initiation Protocol (401)
F Status-Line: SIP/2.0 401 uUnauthorized
= Message Header

F From: <sip:74956362904@91.231.214.10>; tag=as469%eb3bl

To: «<s5ip:89257049756@91.231.214.10>; tag=16dbfad0

Call-ID: 582e47f463850c35450a50d84ceed42c4@91.231.214.10

F C5eq: 102 INVITE
Server: vocl-essentra-bax/8.1f5. 514
www-authenticate: Digest realm="74956362904" ,qop="auth",algorithm=MD5, nonce="02b0f8e4010e3728c1
Contact: <5ip:91.231.214.10:5060;vtservice=CallControl.callcontrolservlet>
Via: SIP/2.0/UDP 79.137.209.155:5060; branch=z%hcd4bk4b82bd29
content-Length: 0O

0EEHH

BEHH




_ PACKET SNIFFER + WIRESHARK _

MNneyvo
"Asterisk-Local Phone"
L2 - Sniffing - Mirraring

Mnevo
"OC-Asterisk"
L3-Sniffing

PN
- ~
- ~
- ~
- ~
’ ~
-
- - o N

- A ~

S ~
v

Onepatop
CBA3U




PACKET SNIFFER + WIRESHARK _

[ W S S Y

91.231.214.10 Comment

0.000000 M?M{ﬂu: - SIP From: <sip74956362004@91.231 21410 To-<sip-8025704
0.003382 o — 10 TINg v SIP Status
0.008129 MHM:M SIP Status
0.008446 m: ACK -,-_:m SIP Request
0.008970 M?Mﬂ.i - SIP From: <sip7A056362004@91 231 214,10 To:<sip-8025704
0.012393 — 100 Trying ey SIP Status
1360315 B SIP Status
liﬁ;ﬁ s ——— mlmm :IT:S:: packetz=4334 Duration:B6.658s SSRC-D30TOSESS

' m:wﬂ—g—g—:m
10.622056 m:&'ﬂ] OK S0P (g - SIP Status
10.622918 . ACK S SIP Request
10.791342 m;_w.;am RTP Mum packets 3888 DurationT7.730s SSRCOx1CDCI2ET

| oowe | | s yoxlink ))))




PACKET SNIFFER + WIRESHARK
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_ MIEPEHOC SIP-MOPTA _

port 36000 - Accepted gna Any

K —1— port 5600 - Accepted gna ACL
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Dynamic IP A=
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- Firewall Accept by FQDN _

B nocnegHux Bepcnax RouterOS noasunaco
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