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MeToabl 1 3Tanbl atak Ha SIP

[TpocKkaHMpPOBaThL CeTb 1 BbI6PaTb XepTBY
Onpegenntb SIP-norvH
[logobpaTtb Naposb K IOTUHY MO C/I0BApPHO

Ecnm ecTb rocTteBble 3BOHKU - nMepebrpaTtb
AVan-nnaH gnsa BbiXxoAa Ha MeXAyHapo4Ky

ASTERCONF
- 2019



CKaHpoBaHMe

[root@ITProfitPBX14 sipvicious]# ./svmap.py 109.194.2.0/24
WARNING:DrinkOrSip:could not bind to 0.0.0.0:5060 - some process might

NNRNNN

.48:5060

.154:5060
.173:5060
.146:5060
.187:5060

ASTERCONF

=209

Fingerprint

HN HQlBN/Vl.OQ.Ol_ERS disabled
ZXHN H218N/V1.02.01 ERS disabled
Yealink SIP-T21P E2 52.80.14. disabled
unknown disabled
Asterisk PBX 13.13.1 disabled




Peakumsa Asterisk Ha ckaHpoBaHuMe

CHAN_SIP

(%) ASTERCONF
- 2019



Peakuna Asterisk Ha ckaHVpoBaHKe
PJSIP

DESKTOP-H5QF8K9*CLI>
DESKTOP-HS5QF8K9*CLI>
DESKTOP-HS5QF8K9*CLI>

[Sep 19 18:41:58] NOTICE[773]: res_pjsip/pjsip_distributor.c:649 log failed request: Request 'OPTIONS' from '"sipvicious" <sip:16@
@1.1.1.1>" failed for '10.32.0.12:5061' (callid: 1117612477919451878897878) - No matching endpoint found
DESKTOP-HSQF8K9*CLI>

10.32.0.12:5061 10.32.0.114:5060
- -
12:32:32.488030

+0.001672
12:32:32.489702

>

ASTERCONF
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KaK 3alNTUNTbCA

PJSIP no3BonseT 3agatb ACL rno6anbHo ana Bcero SIP-trpadpuka

/etc/asterisk/pjsip.conf Modified

EN
'type=ac1
contact_deny=06.06.06.6/6.6.06.8
contact_permit=10.15.0.0
deny=0.0.0.06/0.0.0.0

permit=10.15.06.06/24, !10.15.0.11/32

ASTERCONF

=209

___-

2019/09/19 12:32:32.488030 10.32.0.12:5061 -> 10.32.0.114:5
OPTIONS sip:1006810.32.0.114 SIP/2.0
SIP/2.0/UDP 127.0.0.1:5061;branch 4bK-3192108348 ;1
0
"sipvicious"<sip:100@1.1.1.1>;tag=3061
application/sdp
friendly-scanner
"sipvicious"<sip:100@€1.1.1.1>
sip:100@127.0.0.1:5061

1 OPTIONS
255616701179836874586960
70




Peakuna Asterisk Ha ckaHVpoBaHKe
PJSIP+ACL

[Sep 19 12:12:54] NOTICE[1©51]: acl.c:715 ast_apply acl: SIP Contact ACL: Rejecting '127.0.0.1' due to a fai
lure to pass ACL 'local’

[Sep 19 12:12:54] WARNING[1©51]: res_pjsip_acl.c:173 apply contact_acl: Incoming SIP message from 127.0.0.1:
@ did not pass ACL test
DESKTOP-H5QF8KS*CLI>

10.32.0.12:5061 10.32.0.114:5060
- -
OPTIONS
16:51:07.134934 >
+0.001374

|
|
|
16:51:07.136308 |
|
|
|

ASTERCONF
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3almTa ot nepebopa /IOrMHOB
N naponen

CHAN_SIP PJSIP

] Y>e BCe caenaHo 3a Hac,
AlwaysAuthReject=yes HO MOXHO BCe

AllowGuests=no MCNOPTUTL

[anonymous]

type=endpoint
ASTERCONF context=anonymous



PasHnua B 06paboTke HeyagauyHOW aBTOpK3aumMm

CHAN_SIP PJSIP

10.32.0.12:5061 10.32.0.114:5060

8.254.15:5060 192.1658.1.13:5060 REGISTER

714050 >
REGISTER 001948
- 715998
031525
747523
001299
748822
005872
754694
001149
755843
005672
761515
002957
764472
005610
770082
001301
771383 |

(%) ASTERCONF




Peakuwusa PJSIP Ha nepebop no c/ioBapro Npu
BknroueHHoM ACL

10.32.0.12:5061 10.32.0.114:5060

REGISTER

|

|
17:10:38.515318 |
+0.000875 |
17:10:38.516193 |
|
|
I

|
|
|
|
I
| ACL
[

(%) ASTERCONF

- 2019




YTOo MOXHO eLye NnokpyTnTb B PJSIP

[global]
unidentified_request_period=5
unidentified _request_count=5
user_agent=YurylLozzza
default_from_user=YurylLozzza
default_realm=YurylLozzza

[anonymous]
type=endpoint
sdp_session=YurylLozzza

ASTERCONF

=209

SIP/2.0 200 OK
SIP/2.0/UDP 10.32.0.201;rport=5060;received=10.32.0.201;bra
9edd7eBe-87ad32a7-8e365b18@10.32.0.201
"1001" <sip:1001€10.32.0.12>;tag=F5FCE69R-1366F3D3
<sip:*43@10.32.0.12;user=phone>; tag=ee00blfd-cd32-45bc-a93f-
2 INVITE
DartVader
<s5ip:10.32.0.12:5060>
OPTIONS, SUBSCRIBE, NOTIFY, PUBLISH, INVITE, ACK, BYE, CB
100rel, timer, replaces, norefersub
"Echo Test" <sip:*43@10.32.0.12;user=phone

application/sdp
281

v=0

o=- 1456677698 1456677700 IN IP4 10.32.0.12
s=Asterisk

c=IN IP4 10.32.0.12

t=0 0

m=audioc 16888 RTP/AVP 9 0 8 127

a=rtpmap:9 G722/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000



CHACKNBO,

BaLluy Bonpockl?

=]l T-AYTCOPCYHT alliln.

NT NMPODUT
Hukonanm LLlakmnH

Ik

Mob: +7 9206020084
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